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Executive Summary 

A Vehicular Ad hoc Network (VANET) is a recent innovation in information and communication 
technologies to allow communications among vehicles and enable a connected and autonomous 
transportation system. Security and resilience are considered serious concerns. 

The research aims at developing a resilient framework to be applied to transportation systems using 
connected and autonomous vehicles (CAVs). This innovation potentially responds to accident rates often 
related to inefficient communication systems, supported by a variety of state-of-the-art safety 
applications. A VANET is a self-organized, multi-purpose, service-oriented communication network 
enabling vehicle-to-vehicle and vehicle-to-roadside infrastructure communication for the purpose of 
exchanging messages to ensure an efficient and comfortable traffic system on roads. Its value, however, 
can potentially be impaired by cyberattacks. In particular, the focus of this research will be on false data 
injection attacks, in which a malicious agent aims at affecting CAV behavior by injecting in the network 
false information concerning, for example, the traffic condition in the area or the availability of charging 
stations for the CAVs.  

Computational and analytical frameworks are developed to assess cyber risks of connected and 
autonomous vehicles (CAVs) and develop detection techniques based on learning algorithms.  
Countermeasures are then developed using anomaly identification techniques based on the learning 
and detection algorithms. In particular, the data collected from the nearby CAVs will be utilized to 
simulate and estimate the time evolution of the system; based on the outcome of such simulation, the 
CAV will apply a decision logic to distinguish between useful information and malicious data. In summary 
the approach aims at developing security game frameworks for vehicular networks that model the 
interaction between malicious attackers to VANETs and various defense mechanisms protecting them. 
Mitigation measures emphasizing multi-modal connectivity involving CAVs and/or traditional vehicles 
are integrated to promote resilience. This connectivity introduces flexibility in transport options by 
adapting and reconfiguring CAVs to existing multi-modal networks. Such flexibility also captures similar 
concepts for communication and information technologies such as redundant sensors and various kinds 
of backup systems and countermeasures.  

This research is designed to provide guidance for users and developers of safe vehicular systems. The 
team’s proposed work supports C2SMART’s research goal in disruptive technologies, engagement and 
training and education. The project includes an outreach plan for industry, academia, professional and 
educational communities and an approach to technology transfer by planning to generate data sets and 
develop simulation tools and research results for the research community in a usable form and locating 
data sources in a data repository.  
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Section 1: Introduction 

Road-traffic accidents claim thousands of lives every year in North America and all over the world, and 
may involve attributes of the transportation systems and the environments they are in. Statistics have 
shown that rural areas have typically dominated those mishaps, and in the last couple of years still 
account for a large share even though they have been declining [1: 4].  A Vehicular Ad hoc Network 
(VANET) is a significant innovation toward avoiding such deadly traffic mishaps with the assistance of a 
variety of state-of-the-art safety applications that integrate physical systems and user attributes. A 
VANET is a self-organized, multi-purpose, service oriented communication network enabling vehicle-to-
vehicle (V2V) and vehicle-to-roadside infrastructure (V2I) communication for the purpose of exchanging 
messages to ensure an efficient and comfortable traffic system on roads ([2,3,4]. It is commonly 
anticipated that this network would play an effective role for active safety for roads and highways by 
introducing several different lifesaving applications for traffic management, driver safety, and drivers’ 
assistance. Attention has been paid to portions of this issue, but greater emphasis is needed to refine 
the structure and function of the transportation – communication linkages with user or stakeholder 
input. The proposed research is a unique application and adapted design of VANET which incorporates 
communication and transportation linkages, cyber intrusions, and mitigation efforts involving multi-
modal travel. 

Numerous potential points for cyber interventions exist that have been identified in the literature for 
both connected vehicles and individual ICT-dependent vehicles and for roadways and roadway 
infrastructure. The number of such points in transportation that are ICT dependent is pervasive across 
many different functions such as switching, signaling, lighting, billing, tolling, and communications [5,6], 
and evidence exists that the deployment has been increasing [7,8,9]. Similarly, cyberattacks against 
transportation and communication infrastructure are considered significant among attacks on lifeline 
critical infrastructure sectors as shown in Figure 1. Transportation cyber-incidents increased as a 
percentage share of four infrastructure sectors from 2012-2015 with a decline in 2016 when 
communication began to increase dramatically [9: 14]. 

Developing Secure Strategies for Vehicular Ad hoc Networks in 
Connected and Autonomous Vehicles  1 



Figure 1. Trends in the Share of Cyber Attacks for Four Infrastructure Lifeline Sectors, 2012-
2016 

Source: Computed from the ICS-CERT databases from 2012-2016 by Zimmerman [9: 14] 

The research presented here addresses vulnerable interdependence between transportation systems 
and the underlying critical infrastructure (emphasizing communication networks) supporting connected 
and autonomous vehicles (CAVs). The research focuses on intentionally malicious actions by humans 
whose intent is to impair or disrupt fundamental systems and services, in particular information 
systems, necessary to support CAVs.  We assume CAVs make the V2V/V2I infrastructure a potential 
interdependent vulnerability between transportation and ICT.  

The research aims at developing a resilient framework to be applied to transportation systems and the 
supporting ICT functions using connected vehicles. In particular, the focus will be on false data injection 
attacks, in which a malicious agent aims at affecting CAV behavior by injecting in the network false 
information concerning, for example, the traffic condition in the area or the availability of charging 
stations for the CAVs. The countermeasures will be developed using anomaly identification techniques 
based on learning and detection algorithms. In particular, the data collected from the nearby CAVs will 
be utilized to simulate and estimate the time evolution of the system; based on the outcome of such 
simulation, the CAV will apply a decision logic to distinguish between useful information and malicious 
data.  

A critical part of the research is the integration of mitigation measures that reflect user and other 
stakeholder needs, namely, (1) multi-modal connectivity that improves network flexibility (2) 
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communication and information technology redundancies such as redundant sensors and (3) various 
kinds of backup systems and countermeasures. This research is designed to provide guidance for users 
and developers of safe vehicular systems.  

Finally, as mentioned above, mitigation measures are designed and analyzed as to how they increase 
the resilience of the transportation systems against the impacts of cyber intrusions –through multi-
modal connectivity involving both CAV and non-CAV vehicle technologies. As indicated earlier, the 
flexibility concepts multi-modal connectivity encompasses in the form of alternative routing and 
overrides is analogous to similar properties of other mitigation measures such as communications 
redundancy and backup systems and these extensions will be described.  
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Section 2: Vulnerability and Risk Analysis and Consequence 

Information and communications technology (ICT) systems are becoming increasingly complex, 
consisting of various different components connected together [1]. Often, these components are 
manufactured, controlled, or operated by different entities in different regions of the world. It is almost 
impossible to have centralized control over all entities in autonomous vehicles. Therefore, in addition to 
the conventional risks of system failures, there is another layer of risks emanating from different actors. 
With the proliferation of devices and networks, these risks are further amplified due to an unregulated 
and extremely heterogeneous ecosystem. Hence, it is becoming critical to develop methodologies to 
measure and analyze these risks. A more alarming concern is that the CAV systems directly interact with 
critical infrastructure systems leading to the possibility of cascaded failures and other disastrous 
consequences. 

Risk analysis in CAVs is a challenge due to the lack of direct applicability of traditional methodologies in 
risk management. This challenge is primarily due to the structural complexity of the systems and the 
various different uncertainties that impact the assessment of systemic risk. Since fundamental design 
methodologies in technical industries rely heavily on modularity and abstraction, black-box systems that 
are difficult, if not impossible, to audit pose a constraint within which critical infrastructure security 
must be pursued. Processes to verify that components have been manufactured without hidden security 
vulnerabilities may be strategically important; however, the evident specialization required to produce 
complex ICT systems entails the need for a comparable specialization to provide credible verification. In 
general, then, acquirers or integrators of complex components must be prepared to assess and manage 
risks associated with trust. This challenging task calls for ongoing development of risk assessment 
methodologies and heuristics for evaluating the trustworthiness of devices [2,3]. When developing 
modeling practices suited to assessing these risks, it is necessary to consider the operational constraints 
within which model development proceeds. Given the uncertainties inevitably present in model 
development, processes should be designed to prioritize the clarification of uncertainties that pose the 
greatest threat to model utility. In this paper we present a brief graph-based model suited for the 
assessment of risks and develop case studies that illustrate the kinds of uncertainties that may impede 
the application of the modeling process to a given system. We then propose that structural 
uncertainties have the potential to be more significant than uncertainties in the probabilities of basic 
events. Similarly, among structural uncertainties, those pertaining to higher level components are 
particularly critical. Accordingly, the principle is developed that security risk assessment should prioritize 
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the accurate structural assessment of systems in order to improve the reliability of risk modeling in 
practice. 

In this section, we aim to evaluate the risks of CAVs. The principal security risk we model involves 
attacks against the availability of safety critical components. The system graph in Figure 2 represents a 
hypothetical result of such a security analysis. Each minimal cut on the graph represents a complete 
attack. We assume here that a complete attack compromises the availability of any of the three terminal 
actuators. The supplier choice problem for this system involves choosing a supplier for each of the 15 
components. For this case study we have chosen the following scenario for the supplier network. Each 
component may be acquired from one of three suppliers. No supplier offers more than one component. 
Of the 45 suppliers, there are five groups of five suppliers, with each group having a controller. The 
remaining 20 suppliers are independent. Although the supplier network topology described above is 
kept unmodified, parameters for risk, cost, supplier trust and group controller trust are varied across 
several different cases. In all cases, riskier components cost more. Generally, the cases range from 
simpler to more complex, with details of each described below along with results and discussion. 

Figure 2: Simplified component security graph for an autonomous vehicle 

To illustrate the use of the developed framework for risk analysis and mitigation decisions, we consider 

a case study of an autonomous vehicle system. The case study is based on a simplified model of the 
operation of an autonomous vehicle.  Figure 2 shows a simplified representation of the logical 
interdependencies of various different components for the operation of an autonomous vehicle. The 
components include sensors such as radar, camera, GPS, IMU, etc. and actuators such as steering, 
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acceleration, and brake etc. System security is indicated by the top node ‘Indicator’. A security failure of 
any of the actuators causes an incident. The principal security risk we model involves attacks against the 
availability of safety critical components. We assume here that a complete attack compromises the 
availability of any of the three terminal actuators.  

Figure 3: Potential cyber risk graph of the autonomous vehicle components 

Figure 3 shows an example of the cyber risk graph of the components. Each component could be 
potentially sourced by three possible vendors. The vendors are in turn controlled by five main group 
owners. The risk propagates from the group owners via the vendors to individual components. The 
component risk then amalgamates through the system graph, shown in Figure 3, to form the systemic 
risk.   

Figure 4: Individual risk scores and structural importance of components in the system. 

In the developed case study, we have used a hypothetical risk profile of the suppliers, which results in a 
component-wise assessment of risk shown in Figure 4 (a). The overall systemic risk is a combination of 
these individual scores. An illustration of the criticality or role played by each component in the 
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operation of the autonomous vehicle is shown in Figure 4 (b) and (c). It is measured by the metrics of 
Improvement Potential and the Birnbaum Structural Importance measure. It can be observed that 
components with the highest risk may not have the most important structural importance in the system. 
Therefore, a holistic risk assessment is developed by taking these characteristics into account 

This section was prepared by Quanyan Zhu [4]. 
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Section 3: Cost-Effective Monitoring and Detection over VANET 

With a growing number of vehicles on road and the rapid development of autonomous vehicles, road 
safety becomes an increasingly important issue. Vehicular ad hoc network (VANET) provides a 
communication system that enables the dissemination of safety-related information, traffic 
management, navigation, and road services. However, it is known that VANETs are vulnerable to a 
number of attacks from passive eavesdropping to active interfering [1]. For example, an attacker can 
eavesdrop and log the messages of other vehicles and replay them to access specific resources such as 
toll services. An attacker can intrude a specific vehicle, impersonate its identity, and send out false 
warnings that can disrupt the highway traffic [1]. 

Intrusion detection plays an important role in mitigating the threat of VANETs by using signature-based 
and/or anomaly-based approaches to detect adversarial behaviors [2]. Among many architectures of 
IDSs, the collaborative IDSs (CIDSs) have been proposed to enable the sharing of detection knowledge 
about known and unknown attacks and increase detection accuracy [3, 4, 5]. Distributed machine 
learning algorithms provide an appropriate framework for CIDSs to classify adversarial behaviors using 
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local datasets and share knowledge to increase the detection accuracy. In this paper, we consider the 
network-level intrusion attacks on computer system [6, 7] and take advantage of the collaborative 
nature of the VANETs and design a system architecture of a distributed machine-learning based CIDS 
over a VANET. The CIDS enables each vehicle to utilize the knowledge of the labeled training data of 
other vehicles; thus, it boosts the training data size for each vehicle without actually burdening the 
storage capacity of each vehicle. 

Also, the laborious task of collecting labeled data can be distributed to all the vehicles in a VANET, 
thereby reducing the workload of each vehicle. Moreover, the CIDS enables the vehicles to share 
knowledge of each other without directly exchanging the training data. In addition, the CIDS provides 
the scalability of the training data processing and improves the quality of decision-making, while 
reducing the computational cost. The alternating direction method of multipliers (ADMM) [8] is one 
suitable approach to decentralizing the machine learning problem over a network that allows nodes 
over the network to share their classification results and yields the optimal classifier achieved under the 
centralized learning.  

 The main contributions of this work are the following. (i) We propose a machine-learning-based CIDS 
architecture to enable the collaborative information exchange and knowledge sharing in VANETs. (ii) We 
use ADMM to capture the distributed nature of a VANET and construct a collaborative learning over a 
VANET based on a regularized ERM algorithm. 

Figure 5. A VANET scenario: TMC: traffic management center; V2V: vehicle-to-vehicle 
communications; V2I: vehicle-to- infrastructure communications; I2I: infrastructure-to-

infrastructure communications. Each vehicle is equipped with an OBU and an AU. 
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Subsection 3.1 Introduction to Distributed 

Many works have studied various architectures of intrusion detection systems that are well-suited to 
MANET [3]. Most architectures for MANET can be classified into three categories. The first is the 
distributed and cooperative IDS, which captures the distributed nature of MANET that has the potential 
for constructing cooperation over the network. For example, Zhang and Lee in [10] have utilized this 
nature of MANET and constructed a model for a distributed and cooperative IDS. Also, Albers et al. have 
proposed a collaborative IDS based on local IDS by using mobile agents in [11]. The local IDS is 
implemented on each node of the MANET for local node-based security concerns, which can be 
extended to deal with the global security issues by establishing a collaboration among local IDSs over 
the MANET. The second category is hierarchical IDS model that extends the distributed and cooperative 
architectures. In [12], Sterne et al. have designed a dynamic hierarchical IDS using multilevel clustering. 
The third architecture uses the concept of mobile agents, which can move through the large network. In 
this type of framework, each mobile agent is assigned to work on a single specific task; then one or 
multiple mobile agents are distributed into each node in the MANET. 

Previous research includes the work of Kachirski and Guha in [13] that has proposed distributed IDSs 
using multiple sensors based on mobile agent technology; and thus, the workload is distributed by 
separating functional tasks and assigning the tasks to different agents. Machine learning and data 
mining for IDSs have also been studied in the literature. These techniques enable the IDS to continuously 
learn attacks and their behaviors, enhance the knowledge of the security system, make connections 
between suspicious events, and predict the occurrence of an attack. Researchers have studied the 
unsupervised learning such as the technique of clustering, which is an unsupervised pattern discovery 
method, in IDSs. There are several approaches for clustering the unlabeled data; for example, Blowers 
and Williams [14] have applied a density-based spatial clustering of applications with noise clustering 
algorithm to group normal versus anomalous network packets. 

Other clustering-based work includes hierarchical clustering [15] and K-means [16]. There is also 
literature on the IDS with supervised learning such as support vector machine [17]. For example, 
Wagner et al. [18] have applied one-class SVM classifier and used a new window kernel to find the 
anomaly based on time position of the data. Other methods using supervised learning include decision 
trees [19, 20, 21], artificial neural networks [22, 23], and sequential data aggregation [24, 25]. There also 
have been works on intrusion-prediction based detection using non-machine-learning techniques [26, 
27]. For example, Nidhal et al. [28] have designed a game-theoretic intrusion detection approach for 
VANET. The game-based model can predict a possible future denial-of-service attack on the monitored 
nodes. 
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Algorithm 1 PML-CIDS 

Input: Real-time VANET system data: Local audit data flow and activity logs. 

Step 1: The pre-processing engine collects and pre-processes the real-time VANET system 
data, by numerical transformation, features selection, and data normalization. 

if the classifier needs update then 

Step 2: The P-CML engine is initiated and local training dataset is loaded. And updated 
classifier is obtained.  

Step 3: The local detection engine uses the newly updated classifier to analyze the real-
time VANET system data. If any activities are classified as intrusions, the local detection 
engine triggers the alarm. 

Step 2: The local detection engine uses the current classifier to analyze the real-time 
VANET system data and triggers the alarm when any activities are classified as 
intrusions. 

    end if 

Subsection 3.2 Intrusion Detection and Monitoring over a VANET 

In this section, we describe the architecture of the proposed PML-CIDS which includes multiple building 
blocks for VANETs. Illustrated in Figure 1, a general VANET consists of on-board units (OBU), application 
units (AU), and roadside units (RSU). The communication between OBUs (vehicle-to-vehicle), or 
between an OBU and an RSU (vehicle-to-infrastructure) is based on wireless access in-vehicle 
environment (WAVE) [3]. The RSUs can also connect to other infrastructures such as other RSUs and 
traffic management center, and the communications between them (infrastructure-to-infrastructure) 
are through other wireless technology. Each vehicle is equipped with an OBU and one or multiple AUs. It 
also has a set of sensors to collect information and use the OBU to exchange information with other 
OBUs or RSUs. Details about the three main components of the VANET architecture are presented in the 
Appendix A.1 for interested readers.  

Each vehicle is equipped with one local PML-CIDS agent as shown in Figure 2 to monitor its local 
activities including the ones in the AU and the communications via the OBU. Conceptually, the 
collaborative system consists of three main components, namely, pre-processing engine, a local 
detection engine, and privacy-preserving collaborative machine learning (P-CML) engine. The logical 
flow of a PML-CIDS is illustrated in Algorithm 1. The pre-processing engine gathers and pre-processes 
the real-time VANET system data that describe the system activities in a vehicle. The pre-processed 
system data is then analyzed by the local detection engine using classification techniques. If the user of 
the vehicle requires the current classifier to be updated, then the P-CML engine is initiated. The local 
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detection engine uses the newly retained classifier to analyze the system data. Otherwise, the current 
classifier is used in the classification of intrusions. If any intrusion is classified, the alarm is triggered. 
One essential component of the CIDS is the P-CML engine which is composed of the collaborative 
communication (CC) engine, distributed local learning (DLL), and privacy-preserving (PP) mechanism.   

Figure 6. Architecture of PML-CIDS: The Pre-processing engine collects and pre-processes the 
local audit data flow. The local detection engine then analyzes the pre-processed data using a 

classifier. If the user of the vehicle requires an update of the classifier, the P-CML engine is 
initiated. After collaborative learning, the updated classifier will be used in the intrusion 

detection. 

Subsection 3.3 Distributed ML-based Detection over a VANET 

Consider a connected VANET, which consists of P vehicles, described by an undirected graph G(V , E ) as 
shown in Figure 3 at time t, with the set of vehicles V = {1,2,3,...,P}, and a set of edges E denoting the 
links between connected vehicles. In general, the graph can change over time as the nodes move. Here 
we introduce the framework with a fixed topology, and it can be easily extended to dynamic regimes. A 
particular vehicle v ∈ V only exchanges information between its neighboring vehicle w ∈ Nv, where Nv is 
the set of all neighboring vehicles of v. Each vehicle stores a labeled training dataset Dv = {(xiv,yiv) ⊂ X 
×Y : i = 0,1,··· ,nv} of size nv, where xiv ∈ X ⊆ Rd and yiv ∈ Y := {−1, 1} are the data vector and the 
corresponding label, respectively. The entire network therefore has a set D. The training dataset Dv of v 
∈ V contains data points describing the VANET system activities such as user and application activities 
and communication activities through the OBUs; each data point is labeled as an intrusion (1) or a 
normal activity (−1). Labeling is important, which is even true for the pure anomaly detection [17]. The 
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labeled training dataset must have both the normal data and the intrusion data including the novel 
attack data.  

The collaborative learning in our model should be distributed over a VANET without direct data sharing. 
The alternating direction method of multipliers (ADMM) is a suitable approach for our model. In this 
work, we focus on a class of distributed ADMM-based empirical risk minimization (ERM) as the 
supervised learning algorithm used in the collaborative learning. Each collaborative learning can be 
modeled as an optimization problem to find a classifier  f : X → Y using all available data D that enable all 
vehicles in the ad hoc network to classify any input data x′ (i.e., data flow collected and pre-processed by 
pre-processing engine) to a label y′ ∈ {−1, 1}, where −1 and 1 denote normal activities and intrusions, 
respectively. Before introducing the ADMM-based distributed learning, we first present the centralized 
optimization in the next subsection.  

Let Z1 ( f |D) be the centralized objective function of a regularized empirical risk minimization problem 
(C-ERM). Thus, the C-ERM problem can be defined as: 

Min Z1:= C1/nv ∑v ∑i L(yiv ,fv xiv ) + P∑v k R(fv) 

(1) 

where C1 ≤ nv is a regularization parameter and κ > 0 is the parameter that controls the impact of the 
regularizer.  The regularizer function R( f ) in (1) is used to prevent overfitting. Suppose that D is 
available to the fusion center vehicle, a global classifier f : X → Y is chosen by  optimizing the C-ERM.  

To solve the problem by ADMM, we first decentralize the C-ERM problem by introducing the decision 
variables { fv}Pv=1; then, vehicle v determines its own classifier fv. We impose consensus constraints f1 
= f2 = ... = fP to guarantee the global consistency of the classifiers. Let {svw} be the auxiliary variables to 
decouple fv of the vehicle v from its neighbors w ∈ Nv in the VANET. Then, the consensus-based 
reformulation of C-ERM becomes 

Min C1/nv ∑v ∑i L(yiv , fv xiv ) + P∑v k R(fv) 

s.t.  fv=svw, svw=fv, v=1, …, P, w ∈ Nv

(2) 

where Z2({ fv}v∈V |D) is the reformulated objective as a function of { fv}v=1. Problem (2) can be solved 
in a distributed fashion using ADMM with each vehicle v ∈ V optimizing the following distributed 

regularized empirical risk minimization problem (D-ERM): Zv:=C1/nv ∑i L(yiv , fv xiv ) + p R(fv) 

(3)
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The augmented Lagrange function associated with the D-ERM is: 

Lv(fv, svw, λvw) = Zv+ λvi
a (fv-svi) + ∑i  (λvi b)T(svi – fi) + η/2 ∑i  (|fv- svi|2 + |svi -fi|2) 

(4) 

Therefore, the distributed iterative procedures to solve (3) are: 

fv(t + 1) = argmin Lv
D( fv, svw(t), λvw

k (t)), 

(5) 

svw(t + 1) = argmin Lv
D (fv(t + 1), svw, λvw

k (t)), 

(6) 

λvw
a(t + 1) = λvw

a(t)+ η(fv(t + 1) −svw(t + 1)), v ∈ V , w ∈ Nv, 

(7) 

λvw
b(t + 1) = λvw

b(t)+ η(fv(t + 1) −svw(t + 1)), v ∈ V , w ∈ Nv, 

(8) 

Here, svw (t + 1) in (6) can be found in closed form because the cost in (6) is linear-quadratic in svw (t + 
1)[39]. By substituting the closed-form solution, we can eliminate svw (t + 1) from LvD ; this approach 
makes it possible to simplify the iterative procedures (5) to (8). Indeed, according to Lemma 3 in [39], we 
can further simplify the distributed  iterative procedures by initializing the dual variables λ k = 0 and 
combining the two sets of dual variables into one as λv(t) = ∑w∈Nv λvkw, v ∈ V , w ∈ Nv, k = a, b. Then, 
we can combine (7) and (8) into one update. We simplify (5)-(8) by introducing the following. Let LvN(t) 
be the short-hand notation of LvN({fv},{fv(t)},{λv(t)}) as: 

LvN:= C1/nv ∑i L(yiv ,fv xiv ) + p R(fv) + 2λv(t)Tfv + η∑i |fv-1/2(fv(t ) −fi(t))|2,

(9) 

The ADMM iterative procedures (5)-(8) are reduced to 

fv(t + 1) = argmin LN ( fv, fv(t), λv(t)), 

(10) 

λv(t + 1) = λv(t)+ η/2  ∑w [ fv(t + 1) − fw(t + 1)]. 

(11)
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Algorithm 2 Distributed ERM over VANET 

Required: Randomly initialize fv, λv = 0 

Input: D̂ 

for t =0, 1, 2, 3, ... do for v = 0 to P do 

Compute fv(t + 1) via (10). 

for v = 0 to P do 

Broadcast fv(t + 1) to all neighboring vehicles w  Nv. 

for p = 0 to P do 

Compute λv(t + 1) via (11). 

end for 

Output: f ∗ = fv, for all v ∈ V .

Algorithm 2 summarizes the (non-private) distributed ERM over a VANET. At iteration t + 1, vehicle v 
updates its local fv(t) through (10). Next, v broadcasts the latest fv(t + 1) to all its neighboring vehicles w 
∈ Nv. When each vehicle has updated λv(t+1) via (11), iteration t+1 finishes. Throughout the entire 
algorithm, each vehicle v∈V only updates its own fv(t) and λv(t) and the only information exchanged 
between neighboring vehicles is fv(t); thus, direct data sharing is avoided. There are several methods to 
solve (10). For example, projected gradient method, Newton method, and Broyden-Fletcher-Goldfarb-
Shanno method [40] that approximates the Newton method, to name a few. In this distributed 
algorithm, each vehicle solves a minimization problem per iteration using its local training dataset. The 
only information in the message transmitted by the OBUs between neighboring vehicles is the value of 
fv(t).  

ADMM-based distributed machine learning has benefits due to its high scalability. It also provides a 
certain degree of privacy since vehicles do not share training data directly. However, the privacy issue 
arises when powerful adversaries can make intelligent inferences at each step of the collaborative 
learning and extract the privacy information contained in the training dataset based on their 
observation of the learning output of each vehicle. Simple anonymization or conventional sanitization is 
not sufficient to address the privacy issue as mentioned in the introduction. In the next subsection, we 
will discuss the privacy concerns about the training data and propose differential privacy solutions. 
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Subsection 3.4 Numerical Evaluation 

In this section, we test the learning performance of Algorithm 3 and explore the tradeoff between 
security and privacy. We simulate the user and system activities, the communication activities in the 
AUs and OBUs of the VANET based on the NSL-KDD data, which is the refined version of its predecessor 
of KDD’99 and solves some of the inherent problems of the KDD’99 [44]. The NSL-KDD dataset contains 
essential records of the complete KDD dataset. Each record contains 41 attributes indicating different 
features of flow with a label assigned either as an attack or normal. Due to the lack of public datasets for 
network-based IDSs, the NSL-KDD is currently the best available dataset for benchmarking of different 
intrusion detection methods [17, 29]. In the experiments, the task is to classifier whether a network 
activity is an attack (1) or normal (-1) using logistic regression. There are four types of attacks presented 
in NSL-KDD, namely, denial of service, probing, unauthorized access to local system administrator 
privileges, and unauthorized access from a remote machine [30]. In this experiment, we only classify 
whether an activity is an attack or normal without identifying the specific type of the attack. We also 
propose an approach to select an optimal value of av(t) that can manage the tradeoff between security 
and privacy by introducing a utility function of privacy. In the experiments, we fix the value of av(t) for 
each entire running of Algorithm 3; thus, the noise of each vehicle generated at each running of DVP is 
i.i.d. To process the NSL-KDD dataset into a form suitable for the classification learning, we process the
NSL-KDD dataset according to the procedures suggested in [31]. The main processes include the

transformation of symbolic attributes to numeric values, feature selection that eliminates irrelevant, 
noisy or redundant features, data normalization that helps speed up the learning. When the P-CML 
engine in vehicle v is initiated, collaboration is established over the VANET. As shown in Figure 5, the 
vehicle only communicates with vehicles in its one-hop neighborhood composed of three vehicles, a, b, 
and c, which also communicate with neighboring vehicles directly or through the RSU (e.g., a and c). 
Each vehicle in the collaboration updates its own primal and dual parameters simultaneously. 
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Figure 7. Figure 7a-7b: convergence with different (fixed) values of av(t); DVP; non-private 
(Algorithm) 2) Figure 7c: security-privacy tradeoff measured by the false positive and false 

negative error rates; Figure 6d: Receiver operating characteristic (ROC) curve for non-private, 
DVP with different values of av. 

This section was prepared by Quanyan Zhu [32]. 
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Section 4: Report on Resilient Multi-Modal Planning for Mitigation 

Subsection 4.1 Frameworks for mitigation analysis 

The overall project goals for mitigation include the development of a resilient framework to be applied 
to transportation systems using connected and autonomous vehicles (CAVs). 

Mitigation efforts can be considered as having redundant sensors, modes of transportation, backup 
systems, and countermeasures within on-board diagnostics that differ in purpose from the diagnostics 
described earlier.   When CAVs become dysfunctional, users need alternatives and seek out other modes 
of travel. Detection methods will be one type of mitigation measure that will employ selected 
vulnerabilities in the form of attack trees or graphs [1] for attacker moves and associated selected 
algorithms [2,3,4].  

A second strategy is multi-modal connectivity that makes such choices for other modes of travel 
possible and will be a focus of the mitigation analysis. They can involve CAV and non-CAV modes. This 
portion of the research is an analysis of how multi-modal planning can increase resiliency when there is 
a cyberattack by increasing the types of travel, routing and scheduling available to users. Some of the 
kinds of multiple modes that will be investigated for selection as the basis for analyzing mitigation 
measures are multi-purpose, special purpose, substitutable, and those that have high connectivity with 
other modes.  
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Knowledge of individual mobility is an important prerequisite to developing strategies for the 
introduction of autonomous vehicles into transportation systems, since the use of CAVs may depend 
upon the suitability for the type of trip and competition from other travel modes already in place. 
Trustworthy information systems also play a role in the acceptability of CAVs. The purpose of this 
research component is to begin to build a knowledge base for the purpose of providing inputs for the 
development of algorithms for the introduction of CAVs in the form of multi-modal alternatives for 
mitigation measures and the incorporation of individual acceptance of and behavior with respect to 
CAVs. Specifically, the purpose is to provide mitigation measures so that CAV users can better trust the 
information they are obtaining. 

Individual mobility is based on types of trips undertaken, the modes of travel for each, and where 
possible how the trips and modes are interconnected. Attributes of human behavior often shape these 
patterns and are also introduced. Obstacles to such travel patterns in terms of cyber-attacks are also 
briefly addressed. Definitions of multi-modal transportation have been summarized by [5] and multi-
modality refers to connections between one or more forms of transportation that allow travelers to 
freely move among those different transportation forms. Research on modal connectivity by 
Zimmerman and colleagues has been presented under normal conditions [5] and in emergencies (e.g., 
[6,7] Zimmerman and Sherman [7] for example found that on September 11, 2001, travel mode changed 
over time and with the availability of transportation modes. At the outset they found that 93% used only 
a single mode. Later, to the ultimate destination, 55.3% used one mode, 26.7% used 2 modes, 13.1% 
used 3 modes, 4.2% used 4 modes and the rest used 5 or 6 modes. With respect to type of mode, at the 
outset, 92% walked but people gradually began to use other modes as they became available. Multi-
modal connectivity in emergencies has been explored by other researchers [8, 9, 10] for evacuations and 
severe weather events some of which are analogous to security, as well as under normal conditions [11] 
that provide important background for and inputs to the research. 

Subsection 4.2 Multi-modal Connections for Mitigation 

The multi-modal portion of the research consists of several steps. The first is identifying generic 
structures of multi-modal connections organized by trip purpose and then how these would 
hypothetically change with the introduction of CAVs based on literature and cases about how such 
changes might occur. The second is public acceptance of CAVs in light of characteristics of CAV 
introduction. 

4.2.1. Identification and Mapping of Multi-Modal Connections without and with CAVs by Trip 

The first step in developing a framework for the hypothetical frequency of use of modal connections by 
trip purpose and readiness for CAV deployment or introduction is to understand travel behavior by trip 
purpose. Information about trip purpose is based on the U.S. Department of Transportation Federal 
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Highway Administration National Household Travel Survey (NHTS) [12]. The 2018 released NHTS survey 
provides such information for the U.S. and is shown in Table 1 for 2009 and 2017. Trip purpose 
components include (but are not limited to) direct trips for work, school, shopping (non-food and food), 
social purposes and recreation, and emergencies (not shown). Indirect trips are related to supplies to 
wholesale and retail establishments that ultimately provide products and services to consumers. The 
U.S. DOT FHWA [12: p. 18] data suggests that social and recreational trips dominate in 2017 accounting 
for over a quarter of household trips, however, in 2009, the U.S. DOT, FHWA and the U.S. DOT, BTS [13: 
p. 12] indicate the dominance of trips for family and personal errands.

Trip Purpose 2017 2009 

Total All Purposes 
(number) 

3,140 3,466 

To/from Work 
(Percentages) 

17.4 15.6 

Work Related 
Business 

1.6 3.1 

Shopping 18.5 20.9 

Other 
Family/Personal 

Errands 

20.0 21.6 

School/Church 10.9 9.6 

School and 
Recreational 

27.6 27.5 

Other 4.1 1/8 

Table 1. Distribution of Trip Purpose Type Over Time, 2009 and 2017 

Source: [12] U.S. DOT, FHWA July 2018 Summary of Travel Trends: 2017 National Household Travel 

Survey, p. 18. https://nhts.ornl.gov/assets/2017_nhts_summary_travel_trends.pdf 

The second step is to link modes of travel to trip purpose. The modes include (but are not limited to) Air, 
Water, Train (long distance to local), Truck, Vehicle (various occupancy options, buses, bikes (share, 
personal), Micro-mobility, and walking, recognizing that each of these categories have multiple 
subcategories based on size and technology.  Data was drawn for example from the U.S. DOT National 
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Household Travel Survey that uses mode categories of private transport (e.g., private autos), public 
transit, walking and other.  Another source of data is the Intermodal Passenger Connectivity Database 
(IPCD) is a national transportation facility database maintained by the U.S. DOT Research and Innovative 
Technology Administration (RITA), however, this does not generally include biking and walking. Table 2 
below is an illustration of U.S. multimodal connectivity based on trip purpose and mode of travel from 
the U.S. 2018 NHTS databases: 

Mode(Percentages) 

Trip Purposes, 
2017 

Private Public Transit Walk Other 

All purposes 82.6 2.5 10.5 4.4 

To/from Work 88.2 5.5 3.9 2.4 

Work Related 
Business 

80.1 3.4 8.4 8.0 

Shopping; 
Errands 

88.5 1.8 8.1 1.7 

School/Church 70.5 2.5 10.3 16.7 

Social and 
Recreational 

77.1 1.6 18.1 3.3 

Other 72.6 3.2 11.8 12.4 

Table 2. Existing distribution of transportation mode by trip purpose, U.S. 

Source: [12] U.S. DOT, FHWA July 2018 Summary of Travel Trends: 2017 National Household Travel 
Survey, p. 30-31. https://nhts.ornl.gov/assets/2017_nhts_summary_travel_trends.pdf.  

Note: *The percent indicates the “percent of person trips by mode of transportation and trip purpose 
(millions). Constructed from https://nhts.ornl.gov/assets/2017_nhts_summary_travel_trends.pdf 

The U.S. DOT FHWA [12: p. 23] data suggests that automobile travel dominates other modes, more in 
rural areas than urban areas given greater trip distances in rural areas; of the non-auto travel, walking 
dominates but micro-transportation modes are overtaking that. The dominance of auto travel has 
occurred historically for example from 1960-2010 [14: p. 29]. Combining trip purpose and mode, the 

Developing Secure Strategies for Vehicular Ad hoc Networks in 
Connected and Autonomous Vehicles

 22 



Developing Secure Strategies for VANETs in CAVs 

U.S. DOT FHWA [12: p. 30-31] data suggests that private vehicles are more frequently used for work 
trips (almost 90%) and relatively less frequently used (70-80%) for personal trips potentially reflecting 
trip length and variability. 

The third step is to identify the linkages and where CAVs can supplement or substitute existing modes of 
travel by trip purpose. Criteria for such choices based on the perception literature include cost, 
performance, safety, trust, availability, etc. Table 2 above was reconstructed to reflect CAV substitution 
as an input to the models and will continue to be modified as modeling proceeds. This is illustrated in 
Table 3 below. Table 3 is just illustrative of a single scenario we use for the introduction of CAVs into 
existing modes of travel. It represents an increase in the percentage only for shopping and 
social/recreational trips, based on literature and case information. The purpose of the scenarios is to 
provide inputs into algorithms. 

Mode(Percentages) 

Trip Purposes, 
2017 

Private Public Transit Walk Other 

All purposes 82.6 2.5 10.5 4.4 

To/from Work 88.2 5.5 3.9 2.4 

Work Related 
Business 

80.1 3.4 8.4 8.0 

Shopping; 
Errands 

95 2.5 2.5 0.0 

School/Church 70.5 2.5 10.3 16.7 

Social and 
Recreational 

90.0 2.5 5.0 2.5 

Other 72.6 3.2 11.8 12.4 

Table 3. Hypothetical distribution of transportation mode by trip purpose assuming CAV 
substitution, U.S. 

This distribution is generally consistent with an AAA [15] survey that found that almost three-quarters of 
drivers in the U.S. feared driving fully self-driving cars, however they would be relatively more accepting 
of the use of such vehicles if they were for short distances, for delivery services, and in relatively more 
confined spaces such as people mover systems.  
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Figure 8 portrays the hypothetical or potential introduction of CAVs into generic multi-modal trip 
patterns by trip purpose.  

The integration of CAVs into existing multi-modal networks is a function of CAV system characteristics 
and requirements and user needs and the factors that contribute to it. CAV system needs include ([16]: 
the Existence of support facilities for CAVs, e.g., parking and refueling, Availability/Proximity of CAVs to 
other modes, Technology for and flexibility to connect with non-CAV modes, such as ridesharing and for-
hire services, Communication capability to identify connections,  Competition vs. compatibility with 
other travel modes, including congestion, travel time, cost, and complexity in assigning riders to vehicles 
[17: p. 5].  Overall supply logistics and strategy especially for emergencies [8, 9] and the attractiveness 
to passengers to use CAVs. The attractiveness dimension is addressed in the next section on user 
behavior.  

Figure 8. Relationships among Existing Multi-Modal Arrangements and Potential 
Arrangements with CAVs by Trip Purpose 
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4.2.2. Role of user behavior in CAV adoption 

Insights about user attitudes and behavior toward CAVs were obtained through a literature review from 
a diverse set of journals and reports that specifically targets user behavior toward CAVs and the 
relationship to multi-modal connectivity. Much of the literature deals with cases or surveys, and the 
findings have been combined.  

The attractiveness of CAVs to users in terms of their willingness to use them and pay for them is 
conceptually related to cost and willingness/ability of passengers to use CAVs, which in turn can be 
thought about in terms of safety/perceived fear [18], availability, convenience, and accessibility [19, 20]. 
Other factors contributing to perceived advantages pertain to travel time saving often associated with 
increased commuting time occurring for example between 2013 and 2017 [21].  Another consideration 
has been the provision of environmental benefits, such as the carbon footprint reductions associated 
with traditional automobile travel if number of trips are reduced [22,23]. 

Factors that adversely affect attitudes, perceptions, behavior and acceptance of CAVs tend to center 
around safety fears. Cyber security has been a major concern even in connection with traditional 
automobiles where multiple points of entry have been identified as potential cyber attack targets [24, 
25, 26]. There are opportunities for protection, also involving synergies between physical security and 
cyber security for transportation systems in general [27]. 

These factors both positively and negatively are in turn based upon a long tradition in social psychology 
that are linked to individual attitudes toward control, certainty, the ability to assess probabilities and 
understand numerical information [28, 29, 30, summarized in 31]. 

Subsection 4.3 Summary 

Trip purpose and mode usage by trip are important inputs into the evaluation of where CAVs could fit 
into multi-modal transportation. Trips that are flexible for example with respect to time, such as 
social/recreational trips, potentially benefit from CAVs. Very short trips regardless of trip purpose that 
are dominated by non-motorized transit or EV transportation are less likely to be substituted by CAVs 
given the ease of use of these other transit options relative to the greater complexity of CAV use. A 
fundamental aspect of the acceptability of CAV use is public knowledge, perception and behavior. 

Sections 4.2 and 4.3 were prepared by Rae Zimmerman 
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Section 6: Development of Outreach Plan 

Subsection 6.1 Outreach objectives and approach 

Outreach is an important part of engaging potential users and other interested parties in the project and 
its outcomes. The outreach plan consists of identifying members of the industry, academic, professional, 
and educational communities who can potentially benefit from the research, describing how they were 
identified and engaged over the course of the project, and developing a process to provide research 
outputs for such communities in various ways. Outreach efforts are expected to be ongoing over the 
course of the research. 

Subsection 6.2 Educational Outreach 

Outreach to educational communities consists of involving students in the research in a number of ways. 
Students are considered an important part of the educational outreach for the project. First, a few 
students are hired to work directly on the project. Two graduate students are hired to work on the 
project and a number of undergraduates are involved as well though VIP projects. Second, outreach to a 
broader set of students is provided through academic courses and other training venues such as 
summer undergraduate research internships, and projects within courses developed by Professor Zhu. 

For student and workforce development, Zhu has developed new courses, tutorials and workshops that 
aim to train the next generation in the multidisciplinary technology frontier that intersects 
cybersecurity, critical infrastructure, and social behaviors. 
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Subsection 6.2 Industry Academic and Professional Community Outreach 

The plan for outreach to industry, academic and professional communities consists of (1) identification 
of selected members and the method of identification and (2) ways in which these entities are planned 
to be used and their potential engagement. 

6.3.1 Identification and method of identification 

Organizations or individuals who potentially benefit the most from the research are first identified 
according to the researchers’ initial judgement. The process consists of contacts in the investigators’ 
immediate network and those that have come to light in literature and cases. These will be organized in 
terms of research components, e.g., algorithms analysis and mitigation plans. When an initial set of 
contacts is identified, these contacts are requested to suggest others in their network.  

6.3.2 Ways in which organizations and individuals are planned to be used and potential 
engagement 

Organizations and individuals in industry, academia, and various professions will be used to provide 
inputs into the findings of the project as they are developed and to provide contact points for the 
dissemination of the research. Engagement is planned through a variety of venues that will focus on one 
on one contacts rather than group meetings organized by the project. The researchers plan to take 
advantage of workshops and other events organized by other research groups and presentations at 
relevant conferences attended by both academicians and professionals. This approach of using existing 
platforms was considered effective to maximize the research exposure to these groups rather than 
holding separate events. While these activities consist of a diverse set of organizations, many provide 
rich contacts to the autonomous vehicle community though they may not directly be involved in the 
field. 

One set of events includes a workshop held in connection with colleagues Another was a workshop held 
in October 2018 by C2Smart on autonomous vehicles. A third workshop was convened on June 20, 2019 
by various universities under the auspices of CCNY, NYU, and other institutions in connection with a 
partnership for a potential Engineering Research Center. A fourth and major ongoing venue is major 
national conferences and meetings as well as local events where the PI and co-PI routinely present their 
work.  

The Transportation Research Board annual conferences and committee and subcommittee activities are 
an important venue for the research. Zimmerman has served a nine-year maximum term as an invited 
appointed member of TRB’s ABR10 (Critical Transportation Infrastructure Protection Committee) and 
was appointed co-chair of the committee’s Physical Security subcommittee. During that time, she 

Developing Secure Strategies for Vehicular Ad hoc Networks in 
Connected and Autonomous Vehicles  32 



Developing Secure Strategies for VANETs in CAVs 

organized conference sessions, presented formal papers, and lightning talks. She also attended meetings 
and conference calls of the cyber security subcommittee that provide important contacts and publishing 
venues.  The TRB connection has provided a number of contacts for the research including the U.S. DOT 
Volpe Center, the FHWA, and NYC-based transportation agencies such as the MTA, the Port Authority of 
NY and NJ, the NYC DOT, and NYMTC. 

In addition, other national and international society venues that the researchers are routinely in contact 
with include the Society for Risk Analysis, Resilience Week, IEEE, INFORMS, and the Association of 
Collegiate Schools of Planning. Various professionals listed under the partner section, including the new 
U.S. DHS CISA, are anticipated to be integrated into outreach efforts. Professor Zhu has developed 
contacts through a number of events he has organized after this research commenced such as the 9th 
International Conference on NETwork Games, COntrol and OPtimisation (NETGCOOP) in 2018, the 5th 
International Conference on Artificial Intelligence and Security (ICAIS 2019) in 2019, and 2020 IEEE 
Workshop on Information Forensics and Security (WIFS). 

Included as part of the plan is outreach to formal professional associations engaged in security-related 
transportation research such as ISACs and NIST.  

Zhu and Zimmerman plan outreach to the research communities by giving talks or attending events at 
Historically Black Colleges and Universities (HBCU) schools, such as John Jay College, student-organized 
events, and giving tutorials and online courses to students and junior researchers. 

Outreach includes drawing upon a number of contacts in the areas covered in the proposal, including 
some of the professionals in those areas that C2SMART tapped in their recent symposium (October 
2018). In line with the mitigation measures, partnerships are sought for example with the MTA 
(sustainability and resilience area) in addition to others mentioned above.  

The outreach plan includes researchers planning to participate in the workshops at ACM CCS workshop 
on Cyber-Physical Systems Security & Privacy (CPS-SPC), CPSWeek Workshop SCAV: Safe Control of 
Autonomous Vehicles and the local NYU CSAW events every year. 

Section 7: Technology Transfer, Data Repository, Guide and Demonstration Online 

The research will generate selected research products prepared for readiness for transfer to potential 
users in the form of data and strategies for CAV characterization and mitigation of adverse impacts. One 
set includes algorithms and codes and analytical methods that can be broadly applied to identify V2V 
V2I and vehicular security issues and mitigate them by reducing the impacts. A second set is generated 
from the mitigation plan including technological solutions as well as planning solutions. These not only 
benefit the users but also the infrastructure planners and technology developers. Potential users are 
those identified in the outreach plan. 
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